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EVSE Expansion Outpaces Cybersecurity

Lagging 
Cybersecurity 
Maturity

Evolving Threat 
Activity

Despite this growth, most EVSE operators rely on 
traditional IT tools that protect networks, not 
embedded firmware or controllers. This 
mismatch creates unseen vulnerabilities in the 
charging network.

While no Advanced Persistent Threats (APT) or 
state-sponsored campaigns are evident, data 
and PII breaches, fraud, and vulnerabilities show 
that cybercriminals are increasingly probing the 
EV ecosystem. 

2 3Expanding 
Exposure

The rapid deployment of 192,000 U.S. charging 
ports has broadened the attack surface across 
connected EVSE networks and backend systems. 
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2025 Automotive Threat Landscape – 
Why It Matters for EV Charging?

FROM ISOLATED SYSTEMS TO 
OVERLAPPING RISK DOMAINS



EVSE in the News

https://www.motorbiscuit.com/hacker s-targeting-ev-charging-stations/

https://www.hackread.com/brokenwire-attack-electric-vehicle-charging-remotely-disrupt/

https://www.timesnownews.com/viral/pranksters-hack-electric-vehicle-charging-station-screens-to-display-porn-website-article-91127012
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The Current EVSE Threat Landscape

Cybercriminal 
activities

Research-identified 
vulnerabilities

Ransomware and
data breaches

Denial of service (DoS) 
and communication 

disruptions

Phishing and 
scams

Insider threats

Physical threats and 
vandalism

Grid manipulation



EV Chargers
53%In-Vehicle 

Infotainment (IVI)

29%

EV Chargers In-Vehicle Infotainment (IVI) Tesla Operating System

Pwn2Own Automotive Exploits:

• Pwn2Own Automotive 2024 & 2025: 
50+ Zero-Day vulnerabilities across 
EVSE brands

• Exploits: Buffer overflows, RCE, auth 
bypass

• Devices: ChargePoint, Tesla, Phoenix 
Contact, Autel, Ubiquiti, WolfBox

Zero-Day Vulnerabilities by Category

Pwn2Own Automotive 2026: 76 Zero-Day Vulnerabilities



Key Finding from Pwn2Own:
• Vulnerabilities were discovered despite standards 

compliance (e.g. ISO 15118, IEC 62443)
• Security gaps appear due to:

• Differences in scope between standards
• Voluntary implementation of controls
• Inconsistent integration across systems



IT Security Alone Isn’t Enough

Compliance with frameworks such as NIST IR 8473, 
IEC 62443, and ISO 15118 requires a 

Product-Level Cybersecurity 
(SBOMs, vulnerability management, threat intelligence) 
that IT-only approaches were never designed to 
deliver.

• ISA/IEC 62443: Ensures system-level cyber resilience
• ISO 15118-20: Core communication and security standard
• NIST IR 8473: Cybersecurity risk management

ISA/IEC 
62443

ISO 15118

NIST IR 8473



Attack Surface in EVSE

Charging Station 
Management System

(CSMS)

Charging System
NO. 1

....
Charging System

NO. N

APP

eMobility Service
Provider (eMSP)

EV CarPower Grid

VTN*

Host Attack
• Compromise firmware
• Elevation privilege
• Key stolen
• Vulnerability exploitation

Cloud Attack
• Phishing
• Ransomware
• Data leak

Host Attack
• Compromise firmware
• Elevation privilege
• Key stolen
• Vulnerability exploitation

Network Attack
• Denied of Service
• Tamper
• Spoofing
• API Vulnerabilities

IT Security 

Product Security 



IT Security ≠ Product Security
Traditional IT tools like Rapid7 cannot identify or mitigate EVSE-specific risks (i.e., insecure 
firmware, EVSE-related protocol vulnerabilities, EV charger firmware vulnerabilities, supply chain 
risks), leaving critical gaps in compliance and safety.

IT Security Examples:
• Firewalls, SIEM alerts, and VPNs
• Protecting cloud infra and backend servers

Product Security Examples:
• Firmware vulnerability discovery and triage
• 3rd party supply chain SBOM/HBOM correlation
• OCPP security event correction
• Host-based IDPS

IT Security 
focuses on protecting networks, endpoints, 
and user access.

Product Security 
ensures that physical systems remain secure 
throughout their lifecycle.



Prediction for 2025 - 2030

Hack-in-a-Box 
Tools: Exploiting 
charging cables

Ransomware on 
Chargers: Public 

ransom notes

Physical Tampering: 
Malware injection via 
hardware ports

Grid Attacks: Local 
blackouts via 
compromised chargers

Fraudulent Apps: 
Free-charging scams 
and PII theft

Control Nodes: EVSE 
will evolve to active 
nodes in energy 
ecosystem 
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