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Why Does Data Ethics Mattere

With data increasingly seen as a strategic asset, activities related to the collection, usage and sharing of data
are integral to almost every project at the Department of Fisheries and Oceans (DFO)

How we approach these data-centric activities can have a major impact on the outcomes of a project and on
other projects that depend on the project deliverables

Unethical and irresponsible handling of data assets can have a broad range of consequences:
+ Decision-making and policies resulting in harms (e.g., stigma, financial loss, etc.) to communities
* Violations of personal privacy
* Loss of public trust

Conversely, careful handling of data supported by sound ethical guidance can result in more positive project
outcomes and greater benefits to the public

A data ethics framework is a key part of realizing the departmental Data Strategy objective for Data as an Asset:

« “DFO values data as a strategic asset that is fit for use, discoverable and shareable, and is used appropriately, effectively and
ethically to deliver on the Department’s core responsibilities and achieve results for Canadians.”
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Building a Data Ethics Framework

« DFO has begun work to develop a departmental data ethics framework to provide
guidance on the ethical responsibilities of handling data

Data Ethics Framework

- The framework covers two inter-related domains: pr—
« Ethical handling of data = Q
. Ethical use of artificial intelligence (Al) ==
Data Al

« The framework is structured into the following core sets of components:
» High-level guiding principles defining the goals and standards set out by the framework

« Concrete processes supporting the realization of the guiding principles
« Documentation and forms fo complement and facilitate the processes

@,
@YY The Office of the
Chief Data Steward



I*I Fisheries and Oceans  Péches et Océans
Canada Canada

Establishing Guiding Principles

« Guiding principles cover core themes and provide high-level goals that are relatively
agnostic to project-specific details

« Establishing a set of guiding principles helps to orient the framework towards the
areas in which efforts should be focused

« Supporting processes can then be developed to fill in the specifics on how to attain the
goals set out by the guiding principles

« The guiding principles for the DFO Data Ethics Framework have been identified
through the study of:

« Guiding principles as defined in existing data ethics frameworks from other sources
« Ethical questions explored in DFO project use cases
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Comparison of Data Ethics Guiding Principles
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https://www.statcan.gc.ca/en/wtc/data-literacy/catalogue/892000062022001
https://resources.data.gov/assets/documents/fds-data-ethics-framework.pdf
https://www.bmj.de/SharedDocs/Downloads/DE/Themen/Fokusthemen/Gutachten_DEK_EN_lang.pdf?__blob=publicationFile&v=3
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/923108/Data_Ethics_Framework_2020.pdf
https://uksa.statisticsauthority.gov.uk/publication/ethical-considerations-related-to-the-inclusivity-of-data-for-research-and-statistics/
https://ised-isde.canada.ca/site/innovation-better-canada/en/canadas-digital-charter-trust-digital-world
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https://www.canada.ca/en/government/system/digital-government/digital-government-innovations/responsible-use-ai.html#toc1
https://www150.statcan.gc.ca/n1/pub/89-20-0006/892000062021001-eng.htm
https://www.gartner.com/doc/3947359?ref=authbody&refval=
https://www.microsoft.com/en-us/ai/our-approach?activetab=pivot1:primaryr5
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2019:168:FIN
https://www.gao.gov/assets/gao-21-519sp.pdf#:~:text=To%20help%20managers%20ensure%20accountability%20and%20responsible%20use,principles%2C%20which%20address%20governance%2C%20data%2C%20performance%2C%20and%20monitoring.
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Selected Themes for DFO Guiding Principles

Responsible Al

Responsible Al is an
extension of data ethics. Al
the principles of data ethics
apply, some are extended
in scope, and some hew
principles are added.

Data Ethics

The principles of data ethics
apply to all projects that
interact with data.

Within each of the identified themes, we have established a set of guiding principles as tabulated guidelines
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Fraomework Guidance Materials

« The core of the data ethics framework will be composed of the following guidance
materials currently under development

« Guiding principles:
 Guidelines document

 Processes:
* Framework for Necessity and Proportionality (adapted from Statistics Canada)
« Framework for Responsible Machine Learning Processes (adapted from Statistics Canada)

« Supporting documents:
« Data quality assessment guidelines
« Framework for Necessity and Proportionality form
« Framework for Responsible Machine Learning Processes form
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ldentification of Guidance Sources

Project teams can follow a simple decision tree to identify which guidance materials
from the framework pertain to their project

Does the project Does the project

involve the Yes | involve assisted or | Y€S _| Does the project use | Y€S_
collection, use or | automated decision- ! Al/ML2
sharing of data¢ making?

|
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|
|
|
|
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Guidance sources:
-DFO Responsible Al Guiding Principles
-Stats Can Framework for Responsible ML Processes

Guidance sources:
-DFO Data Ethics Guiding Principles
-DFO Framework for Necessity and Proportionality

Guidance sources:
-TBS Directive on Automated Decision-Making

Identification of guidance sources along the path is cumulative
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Path Forward to Operationalization

« QOperationalization of the data ethics framework requires additional resources to enable
effective use of the guidance materials

« The first iteration of the framework will offer a web-based tool for self-assessment
« Project teams will use the tool to identify guidance material and relevant process steps
« The tool will allow teams to self-assess their project and receive assessment results and feedback

« Future iterations of the framework will seek to identify expertise in the fields of data ethics
and responsible Al to support:
* Independent review processes
« Advisory boards
« Training materials and programs
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Office of the Chief Data Steward /
Bureau de I'lIntendance principal des donnees

Strategic Policy
Politiques Stratégiques

NCR _OCDO-BDPD RCN@dfo-mpo.gc.ca
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