.*l Treasury Board of Canada

Secretariat

Secrétariat du Conseil du Trésor

du Canada

UNCLASSIFIED / NON CLASSIFIE

el

Canada

Government of Canada

Enterprise Architecture Review Board (GC EARE

A\

)

Treasury Board of Canada Secretariat

GC Cloud Enablement: Cloud Connection Patterns

(December 19, 2019)

Presentation for: EARB Appearance: Contact Information:

X Endorsement
A Information
A Exemption

X Initial

A Followup
A Final Architecture

Presenter(s):

» PoTeaDuncan (TBS) / po.teduncan@tbssct.gc.ca 613-404-2924

Last Updated June 7, 2019

GC Docs #31758070



UNCLASSIFIED / NON CLASSIFIE

Purpose of GC EARB Session

> The purpose of this presentation is to seek GC EXdBrsementon the
cloud connection patterns and prioritization of departments seeking
services from the Secure Cloud Enablement and Defence (SCED) initiative.

The presentation will focus on:

» Cloud connection patterns
> Cloud guardrails and usage profiles
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Requesi Background

> As workloads are migrated to the cloud, and the GC perimeter shifts
outside of the oRpremise environment, the GC must rethink how it
monitors and protects these clodoased environments.

> Establishing a riskased adaptive service will help the government
protect its cloudbased information systems and maintain continuous
awareness of the cyber threat landscape.

> Further the establishment of dedicated, private connections to Cloud
Service Providers (CSP) will enable a hybrid IT environment with the
extension of the GC network and data centers tedpfroved CSPs, and
ensure that the GC can continue to have access to GC information
systems and solutions hosted in the cloud.




What is SCED?

Background

Secure Cloud Enablement and Defence (SCED)

aninitiative funded as part of Budget 2018.

#1 Establismew
private, dedicated
connectionsto public
cloud environments to
minimize the
proliferation of non
enterprise, adnoclinks.

#2 Enabldull visibility
and monitoringof GC
cloud environments to
respond tocyber
threats.

IS
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Network Connection

(B Enterprise Internet Service / .
Internet Information Services .
(EIS/IIS)

Internet Exchange Provider (IXP e

Cloud Exchange Provider (CXP) «

W xternal Cloud Service Provider e
Connection

Types

Connection providedb Public Internet.
Standarduser Internet surfing via EIS.
Usesexisting security stack (e.g. SSC managed
gateways).

Can be used as failover/backup connection
where applicable

Public peering at the Internet layer

Available for GC approved enterprggde SaaS
offerings

Social media redirected to IXP connection
Provides Direct Peering witbSP

Segregatiorof cloud connections from GC
corporate internet connections

Cloudnative network and security services
provided by CSP

UNCLASSIFIED / NON CLASSIFIE

SCED Objective #1

Establismew private,
dedicated connections
to public cloud
environments
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Network Security Services & Cyber Defense

Network Security Services

Routing

Boundary protection

Logging and auditing

Intrusion detection and prevention

Denial of service protection

Malware protection

Access Control

Proxy Service

Secure VPIS$ervice

TLS traffiecnspection(based on risk profile

Threat monitoring

SCED Objective #ZEnable
full visibility and monitoring
of GC cloud environments to
respond to cyber threats

* As per the SPIN 2090, Departments are expected to ensure that the cloud
tenant environments are configured with appropriate network security servic

ES.

* Where available, centralized services should be utilized, to support a standardized

costeffective, enterprise approach.
» For laaS/PaaS, SCEBIISOTING@entralized services to be delivered by SSC:

» GC Trusted Interconnection Points (G@)¢ physical hardware stack in C
environment

» GC Cloud Access Points (GBPY; virtual stack in G@pproved CSP
environments

 This is supplemented by threat monitoring performed via the Canadian Cent
Cyber Security (CCCS) Cyber Defense Services:

» Cloudbased Sensor (CBS)
* Hostbased Sensor (HBS)
* (Virtual) Network-based Sensor (NBS)

* These services help to address GC Cloud Guardrails Ketiwork Security
Servicesand #10Cyber Defense Services

XP

re for

*As outlined in the GC TIP Concept Paper s


https://github.com/canada-ca/cloud-guardrails/blob/master/EN/09_Network-Security-Services.md
https://github.com/canada-ca/cloud-guardrails/blob/master/EN/10_Cyber-Defense-Services.md
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SCED InitiativeCloud Access Security Broker

[ [ostii : CASB Functions

l;l\m CAsB C Visibility

- L A C Data Security
5 ” Moo C Threat Protection/Ransomware
J oot et etes 3 = C Compliance

*D | S R et 3| C Auditing

D Doag HTTR rapacton S sonad Clout C Enforcement

() C Coach Users

f Ot Promise & Unmanaged Devices C Enterprise Integration
oat ot Rew C Central management console

2 /) o =

SCEDvill deliver a common approach for Cloud Access Security Broker (CASB) capabillities fof SaaS

Excerpt from SSC SCED Executive CASB Overview EEpISH)19 Presentation !
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Cloud Access Scenarios

AN GC usenccess taloud-basedservice from GC network A GC worker accessing a cleambed GC service on the GC
- network.
“ GC usenccess to cloudbasedservicefrom Internet A GC worker accessing a cldnased GC servideom outside the
GC network over thpublic Internet.
@8 External uselaccess to cloudbasedservice A nonGC external user accessing a cimaged GC service from
. outside the GC network.
n Service/Application Interoperability Service and application communications with cldaabed GC
services.
=B Cloud Administration and Management Traffic Management of cloudased components and support for
Network Operations Center (NOC) and Security Operations Ci
(SOC) activities.
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Scenario & GC user access to clebdsed service from GC Network

Security Services (G@ide SaaS)

= T » Access Control
IXP - Saa$ - Ge ' « Loggingand monitoring

GC Worker Internet XP - /\' - « Auditing

GCwide— J

2 0 - E <R @ * Cyber defense services (CCCS CBS)

Security Services (SaaS)
* Access Control
 Loggingand monitoring
* Auditing

,1 AEIS/IIS L /?’- ; + SaasS procured via PSPC RFSA or Dept.
- 7‘ :i‘t, - - ﬁ S.as e
“‘Illlllllllllll

....................................................... sssanseng B -l'
P --‘--.-Illlll'

OC Secure Remote
Acvew (00MA)

.y Internet

GC
Backbone

CXP Dedicated
Connection

N GC user access to clobdsed GC
service hosted in G&proved Hyper
Scale CSP (no Interconnection)

GC user access to clobdsed Dept.

(GC Trusted

« heciem Interconnection SaaS Application
Point (GC-TTP))
XRIGC user access to clocbdsed Gavide
. SaaS Application
Security Services (laaS/PaaS) - - V'S GC user access to clobdsed GC
« Access Control é Security Services (1aaS/Paas) ) service hosted in G&pproved Hyper

e A4-For GC only Hybrid IT environment,
access restricted to GC users oglyo
External user access to clotthsed GC
service.

« Boundary Protection

« Intrusion detection and prevention
 Logging and monitoring

* Auditing

* Cyber defense serviceECCS CBS/HBS) * AS-Only approved outbound Internet
connections are permitted with security

k services enabled based on risk profile. )

Scale laaS/PaaS (with Interconnectic
and no external access)

GC user access to clobdsed GC
service hosted in G&pproved Hyper
Scale laaS/PaaS (with Interconnectic
and outbound Internet access enable
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ScenaridB ¢ GC user access to clebdsed service from Internet

Security Services (G@ide SaaS)

: . ¢ Access tr P
IXP - Saas — e ' * Log@™ an nitoring
GC Worker Internet XP ; :
& D z 0 y | pnse services (CCCS CBS)
_D o 7 Security Services (SaaS)
0 e e - - Access Control
I « Logging and monitoring

EIS/NS i \ ; at monitoring

e 1/ym . ‘ rocured via PSPC RFSA or Dept.
o PN ' _ GC Worker

GC-managed
Gateway

egacy DC & A GC ::.-" Ty " I

Backbone

---.-IIIIIIIIIIII...-.-...

[
“ L 4 -~
L 4

ool s

GC user access to clebdsed GC
service from outside GC network (
the Internet) to approved Hyper
Scale laaS/PaaS (without
Interconnection)

GC user direct access to clebdsed
GC service (via the Internet) to De
SaaS Application

et  J— — Bz
% ecurltv Serwces (laaS/PaaS) GGCAP Security Services
STIP Services * Access control « Access control GC user direct access to clebdsed

Access
Zone

+ ARceSs control * Boundary Protection _ + Boundary Protection GC service (via the Internet) to GC
. BoungiaryProtegtuon . :_n;;gsi:qogn :neéer::]tcl)on?t ;?:gpreventmn . Intrusjon detection a’.‘d prevention wide Saas Application

. |ntru§|on detectlop and prevention - Auditin . Logg!ng and monitoring GC user access to clobdsed GC

« Logging and monitoring iing ) ) * Auditing . . '
« Auditing + Denial of service protection « Denial of service protection service from outside GC network (
* Cyber defense services (NBS) * Malware protection « Malware protection the Internet) to approved Hyper

Scale laaS/PaaS (with

* TLS Inspectiog Ingress (depending on risk profile) « TLS Inspectiog Ingress (depending on risk profile)
Interconnection)

* Cyber defense services (CCCS CBS/HBS) « Cyber defensaervices (CCCS Virtual NBS)
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Scenario € External user access to clobdsed GC service

GC
y Backbone
o EmEEEEEEREEENEENEEN, ‘-a.
. < ‘I.‘ “ra,
N ] . L4
=:&= * .0

i
Ll

g1
Rk

GGCTIP Services
¢ Accesgontrol

*
‘0
*

Security Services (laaS/PaasS)

IXP — Saas -
Internet XP

B

EIS/IIS

&

GC-managed
Gateway

CXP Dedicated
Connection

GC-managed
Gateway
(GC Trusted
Interconnection
Point (GC-TIFY),

Limit interactions with GC Dé;al
canteac gnd IT sefvices.

« Boundary Protection  Access control
« Intrusion detection and prevention
» Logging and monitoring

* Auditing

» Cyber defense services (NBS) * Auditing

« Boundary Protection
« Intrusion detection and prevention
< Logging and monitoring

@ppiication
werfaces (APtY
ata and service

« Denial of service protection

Additional features enabled based on risk profile:
« Malware protection
e TLS Inspectioningress

« Malware protection
« TLS InspectiogIngress (depending on risk profile)
« Cyber defense services (CCCS CBS/HBS)

Dept.
Saas

Security Services (G@ide SaaS)
 Access Control
» Logging and monitoring
* Auditing
« Cyber defense services (CCCS CBS)

Security Services (SaaS)
Access Control
Logging and monitoring

GGCAP Security Services

* Access control

« Boundary Protection

« Intrusion detection and prevention

 Logging and monitoring

« Auditing

« Denial of service protection

« Malware protection

» TLS InspectiogIngress (depending on risk profile)
» Cyber defenseservices (CCCS Virtual NBS)

Non-GC user access to clobdsed
GC service hosted in @pproved
HyperScale laaS/PaaS (without
Interconnection)

Non-GC user access to clcbdsed
GC service hosted in Dept. SaaS
Application

Non-GC user access to clocbdsed
GC service hosted in @ide SaaS
Application

NonGC user access to clocbdsed
GC service hosted in @@proved
HyperScale laaS/PaaS (with
Interconnection) Application
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Scenario [@ Service/Application Interoperability

SecurityServices (SaaS)
» Access Control
» Logging andnonitoring
 Auditing

IXP — Saas -
Internet XP

2
Security Services (laaS/PaaS) d 0
* Access control !
» Logging and Monitoring
* Auditing
* Cyber defensservices CCCEBS/HBS)

EIS/IIS
Additional services may be required based on risk profile
(e.g. if Internet flows are enabled)

4

GC-managed
Gateway

GC

tegacy DX @
Backbone

T e,

*
‘e CXP Dedicated
Connection

@'..g\r.ll.l...llll

.".‘|E] 5 - GC-managed

!

e B -y Gateway

= lJ jeme (GC Trusted

Web houting ~ Interconnection
Point (GC-TIP),

Limit interactions with GC Data
Centres and IT services.
Use securépplication

Programming Interfaces (APtd

GCTIP Services
* Accesgontrol
« Boundary Protection
« Intrusion detection and prevention
» Logging and monitoring

Security Services (laal
¢ Access control
« Boundary Protection
« Intrusion detection and prevent

expose GC data and services.

< Logging and monitoring

¢ Auditing

« Denial of service protection

« Malware protection

« TLS InspectiogIngress (depending on risk profile)
« Cyber defense services (CCCS CBS/HBS)

* Auditing
» Cyber defense services (NBS)

Additional features enabled based on risk profile:
« Malware protection
e TLS Inspectioningress

Security Services (G@ide SaaS)
 Access Control
» Logging and monitoring
* Auditing
« Cyber defense services (CCCS CBS)

Security Services (SaaS)

* Access Control
« Logging and monitoring

=

] D
'0
S

Access
Zone

GGCAP Security Services
Access control
Boundary Protection

« Intrusion detection and prevention

Logging and monitoring

Auditing

Denial of service protection

Malware protection

TLS InspectiogIngress (depending on risk profile)
Cyber defenseservices (CCCS Virtual NBS)

DYl Cloudbased GC service to cloud
based GC service, same CSP
Cloudbased GC service to cloud
based GC service, different CSPs
Non-GC service to cloddased GC
service for laaS/PaaS (no
interconnections)
NonGC service to cloubased GC

service for Dept. SaaS Application

NonGC service to cloubased GC

service for G@vide SaaS Applicatior

Non-GC service to cloudased GC
service (with interconnection)
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Scenario E Cloud Administration and Management Traffic

Security Services (G@ide SaaS)

Security Services (SaaS) pr— « Access Control
* Access Control XP - Saa . P T

6C « Loggingandmonitoring i /—\' B ;ﬂ%ﬁ'i:gindmon'tormg
Administrat . iti ' i o .
N Auditing G wite— Jps 9 « Cyber defense services (CCCS CBS)

¢ SaaS procured via PSPC RFSA or Dept.

Legacy DC

Dept
Network

cccs

GCSOC

Bockbone

CXP Dedicated
Connection

(GC-CAP)
S GC administrator to cloudased G
service administrative interface fc
laaS/PaaS
=22 GC administrator to cloutased G
service administrative interface fc
Y A Dept. SaaS Application
Security Services (1aaS/Paas) GC administrator to cloutased G

GC-managed
Gateway
(GC Trusted
Interconnection
Point (GC-TIP))

« Access Control service administrative interface fc
« Boundary Protection GCwide SaaS Application
« Intrusion detection and prevention =ZZZMNOC and SOC integration
« Logging and monitoring (laaS/PaaS)
* Auditing ZJINOC and SOC integration (Dept.
* Cyber defense serviceECCS CBS/HBS) SaaS Application)

NOC and SOC integration (®ide
Saa$S Application)




O Secure Remote
Aoren (O03RA)

Where does SCED fit In?

GC Worker

GCEDC @
: 3‘
S o
= |

faciities

GGTIP Services

Access control
BoundaryProtection

Intrusion detection and prevention

Logging and monitoring
Auditing

« Cyber defense services (NBS)

Additional features enabled based on risk profile:

« Malwareprotection
¢ TLS Inspectioningress

IXP - Saas -
Internet XP
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Internet

External
User

FNG ;g
-
o
I i 6CCloud
CXP Dedicated & R - | Accae P
3  Connection ,
[ [ o
GCmansged i | e endi: GGCAP Securi i
Gatewsy R i > ecurity Services
(OC Trusted * Access control
Interconnection .
Point (GC-TIP)) » Boundary Protection
« Intrusion detection and prevention
......  Logging and monitoring
..................................................................... - Auditing
Network Services « Denial of service protection
* Type 3 Cloud Exchange Provider » Malware protection

* TLS InspectiogIngress (depending on risk
profile)

» Cyber defenseservices CCC¥irtual NBS)
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Guardralls

15




RECAP: Operationalization Framework

Yes

Reassign

Request
accessto PB
Contract
through GC
Cloud Broker

Reassign
existing
environment(s)

|

ad

GC EARB
Oversight

to PB Contract?

| environment
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A 4

Apply
guardrails
(see next

slide)

No

Provide

No

Dept.

SSC

\ 4

Root/GA to
Dept.

L 4

A 4

Conduct Validation
compliance assed
validation :

Yes

L 4

No more than 30 calendar days

Outcome = Enterprise Visibility +

Departmental Agility

Removal of
access

Department Security
Perform .
ehdlicelna Activities
and design
| (e.g. SA&A)
Perform
dept.
security
assessment
activities
. Operate and
abt"?“n Launch Maintain
au;pg:g;o —» Production —» Cloud
(ATO) Workloads Envnr(tJnmen

Refer toGC CloudRisk Management Approach arfdrocedures



https://www.canada.ca/en/government/system/digital-government/modern-emerging-technologies/cloud-services/cloud-security-risk-management-approach-procedures.html

CloudGuardrailsg First 30 Days

Access <
Management

Data Protection <

Network

Security <

Operations <

wProtect Root / Global Admins Account
wManagement of Administrative Privileges
wCloud Console Access

wEnterprise Monitoring Accounts

wData location
w Protection of dataat-rest
w Protection of datan-transit

wSegment and separate
wNetwork security services

wCyber defense services
wLogging and monitoring
w Configuration of Cloud Marketplaces

Emergency Brea
Glass Procedursg
Approved by
ClO/CSO

Compliance
Report

Target Network
Architecture
Diagram

MOU Signed
with CCCS
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Plan for Managin
Privileged
Accounts

Compliance
Report

Compliance
Report

Validation ofGuardrailsvia SSC


https://github.com/canada-ca/cloud-guardrails
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Cloud Usagerofiles

Profile

Characteristics Applicable Connection In scopefor SCED?

Service Type

Experimentation/Sandbox q
1

Non-sensitive cloudbased services |
1

Sensitive (up to PB) cloudased Ll
services q

Sensitive (up to PB) cloubased i
services for G&vide SaaS Solution

GC to GC only (Hybrid ¥Extension q
of GC Data Centers)

1
1

Cloudbased services with Externa q
user access and interconnection t 1
GC data centers

Model
Cloudbased services used for experimentation/sandbox laaSPaaS, SaaTypel ¢ EIS/IISNo
No direct system to system network interconnections required with GC
data centers

Uoud-based services hosting neensitive GC content laaSPaaS, SaaTypel ¢ EIS/IIS Interim ¢ No
No direct system to system network interconnections required with GC
datacenters Future¢ For laaS/PaasS, use-G&P with CCCS virtual NBS

when available, based on risk profile.
Cloudbased services hosting sensitive (up to Protected B) information laaSPaaS, SaaTypel ¢ EIS/IIS Interim ¢ No

No direct system to system network interconnections required with GC
Futurec¢ For laaS/Paas, use-G&P with CCCS virtual NBS

datacenters ) . ,
when available, based on risk profile.
Future- For SaaS, use CASB solution, if available, based on
risk profile

Cloudbased services hosting sensitive (up to Protected B) information f&aaS Type2 ¢ IXP  Nog protection via CCCS Cyber Defense services

GCwide enterprise applications (SaaS)
No direct system to system network interconnections required with GC
data centers

Hybrid IT environment with an extension of GC network to clbased laaSPaaS Type3-CXP  SCED Objective #1 (Network)
virtual private cloud (up to Protected B) information

GC clouébased systems required to interact with systems in GC data

centers

Restricted environment for GC users only

No external user connections to/from GC clel@ised virtual private cloud

and no publicly accessible services

Cloudbased services hosting sensitive (up to Protected B) information laaSPaaS Type3-CXP  SCED Objective #1 (Network) and #2 (Security WaAF)
GC clouebased systems required to interact with systems in GC data

centers

Environment accessible for both GC users and External users and services

Solution implemented, managed and operated by a GC department/agency
18
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Cloud Usage Profiles

IXP —SaasS -
GC Worker Internet XP
e (- Profile 4
O e = P ofile
ity __/,f""
e
| .
i DE ! ) " Esiis
! P EIS .
Dept.
- &@. Profile 1,2,3
I .
L. GC-managed .\\1\
Gateway -

%,\ﬁ{k
.-------------------------------------------------------------------------------------------------------------:h{;-.,mi‘i'i"-"-"i"-"-"-"i'i"-"-"i"-"-"i'i‘i“-"i'i"-"-"i'i"-"-"i"-"l"n-.f -------------------------------------------------
J— :
: LegacyDC [ GC 7N % :
E ‘ L } N Backbone S E
: . :=rn1== ' Internet

--------------------------------------------------------------------------------------------------------- if................. EGCOMM
CXP Dedicated @ E | Accass Peint

3 Connection . (GCcAr) E!:'::':ll
o ol EY | w [

Daﬂ/ Profile 5 - e | i = ]

Profile 6

[
G NN NN SN NN NN SN EE NSNS NN NN NN SN NN NN NN NN NN NN NSNS E NN NN NN NS NN NN NN NN NN NN SN NN E SN NN NN NN NN NN NN NN NN NN NN NN NN SN NN NN NN NN NN NS NN NN NN NN NSNS NN SN NN EENEEEEEEEEEEEEEEE o
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Mandatory Guardrailg Compliance Monitoring

Minimum, mandatory, guardrails a department must implement within 30 days of gaining access to their acchontég)herence is violation of terms of use

, , , Profile 6¢
. Profile 1¢ Fiele 2.9 Profile 3¢ P_r_of||e 4¢ P g Cloudbased Service
: Applicable ) : Non-sensitive " Sensitive (up to PB) GC to GC only .
Cloud Guardrails . Experimentation/ Sensitive (up to PB) cloud . . . Accessible to External
Service Model cloud-based . cloud-based services fol (Hybrid IT- Extension of :
Sandbox ) based services . : users (Connections to G
services GCwide SaaS Solution$ GC Data Centers) :
Data Centers Required
Protect root / global laaS, PaaS, Sa Required Required Required Required Required Required
admlns account
Management of laaS, PaaS, Sa Required Required Required Required Required Required
administrative privileges
Cloud console access laaS, PaaS, Sa Recommended Required Required Required Required Required
Enterprise monitoring laaS, PaaS, Sa Required Required Required Required Required Required
04 for il
accounts ( or DI Ing)
Data location laaS, PaaS, Sa Recommended Recommended Required Required Required Required
05 (in Canada for GC storage  (in Canada for GC  (in Canada for GC stora¢ (in Canada for GC storag
of PB and above) storage of PB and abowvt of PB and above) of PB and above)
m Protection of dataat-rest l1aaS, PaaS, Sa Not required Recommended Required Required Required Required
- Protection of datan- laaS, PaaS, Sa Recommended Required Required Required Required Required
transit
Segment and separate laaS, PaaS Required Required Required Required Required Required
(network filtering at
a minimum)
Network security services |aaS, PaaS, Sa Recommended Required Required Required Required Required
(Restrict to GGnly) (Deny External Access
policy¢ GC only)
Cvyber defense services 1aaS, PaaS, Sa Not required Required Required Required Required Required
Logging and monitoring  1aaS, PaaS, Sa Recommended Required Required Required Required Required
12 Confiquration of cloud laaS, PaaS, Sa Required Required Required Required Required Required
marketplaces

20


https://github.com/canada-ca/cloud-guardrails/blob/master/EN/01_Protect-Root-Account.md
https://github.com/canada-ca/cloud-guardrails/blob/master/EN/02_Management-Admin-Privileges.md
https://github.com/canada-ca/cloud-guardrails/blob/master/EN/03_Cloud-Console-Access.md
https://github.com/canada-ca/cloud-guardrails/blob/master/EN/04_Enterprise-Monitoring-Accounts.md
https://github.com/canada-ca/cloud-guardrails/blob/master/EN/05_Data-Location.md
https://github.com/canada-ca/cloud-guardrails/blob/master/EN/06_Protect-Data-at-Rest.md
https://github.com/canada-ca/cloud-guardrails/blob/master/EN/07_Protect-Data-in-Transit.md
https://github.com/canada-ca/cloud-guardrails/blob/master/EN/08_Segmentation.md
https://github.com/canada-ca/cloud-guardrails/blob/master/EN/09_Network-Security-Services.md
https://github.com/canada-ca/cloud-guardrails/blob/master/EN/10_Cyber-Defense-Services.md
https://github.com/canada-ca/cloud-guardrails/blob/master/EN/11_Logging-and-Monitoring.md
https://github.com/canada-ca/cloud-guardrails/blob/master/EN/12_Cloud-Marketplace-Config.md
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Next Steps

Consultation

Executive Approval Implementation

Review artifacts and obtain
endorsement for GC EARB
review.

Present artifacts at GC EARB
approval.

r Continue with GC Cloud
Enablement activities including
governance artifacts
(naming/tagging standards) and
tools/templates, etc.

21
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Questions?

Contact us:

TBS OCIO
CyberSecurity
ZZTBSCYBERS sjc.ca

SSCCloud Broker
ssc.cloudnfonuagigue.spc@canada.ca

22


mailto:ZZTBSCYBERS@tbs-sct.gc.ca
mailto:ssc.cloud-infonuagique.spc@canada.ca
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References

TB Policies & Standards Tools & Templates

e Policy on Management of Information Technology

e Policy on Government Security Guardrails

» Direction for Electronic Data Residency, ITPIN No:-P@17 « GC Cloud Guardrails

» Direction on the Secure Use of Commercial Cloud Services: Security Policy Implementation Notige https://github.com/canadaca/cloudquardrails

SPIN
(SPIN) * https://github.com/canadaca/cloud-guardrailsazure
) * https://github.com/canadaca/cloudquardrailsaws
Guidance
Design Patterns
TBS * GC ESA SaaS Design Patterns
» Government of Canada Security Control Profile for GBasked GC IT Services
» Government of Canada Cloud Security Risk Management Approach and Procedures Playbooks
+ Guidance on Cloud Authentication for the Government of Canada « Security Playbook for Information System Solutions

« Recommendations for Twbactor User Authentication Within the Government of Canada
Enterprise Domain

¢ Considerations for the use of Cryptography in Commercial Cloud
¢ GC Event Logging Guidance
« Standard Operating Procedure for GC Cloud Event Management

Templates

» https://gccode.ssespc.ge.ca/GCCloudEnablement

e https:// github.com/canadaca/accelerators_accelerateuezure
e https:// github.com/canadaca/accelerators_accelerateuesvs

CCCS

e CCCS ITSX2 Baseline Security Requirements for Network Security Zones in the Government of
Canada

e CCCS ITSE8 Network Security Zonindesign Considerations for Placement of Services within
Zones

* CCCSITSP.30.031 V2 User Authentication Guidance for Information Technology Systems
e CCCS ITSP.40.062 Guidance on Securely Configuring Network Protocols
¢ CCCSITSM.50.100 Cloud Service Provider Information Technology Security Assessment Process



https://www.gcpedia.gc.ca/gcwiki/images/8/84/GC_Cloud_Guardrails.pdf
https://github.com/canada-ca/cloud-guardrails
https://github.com/canada-ca/cloud-guardrails-azure
https://github.com/canada-ca/cloud-guardrails-aws
https://www.gcpedia.gc.ca/gcwiki/images/f/f4/GC_ESA_Security_Design_Patterns_for_SaaS-based_Solutions.pdf
https://www.gcpedia.gc.ca/gcwiki/images/a/a8/Security_Playbook_for_Information_System_Solutions.pdf
https://gccode.ssc-spc.gc.ca/GCCloudEnablement
https://github.com/canada-ca/accelerators_accelerateurs-azure
https://github.com/canada-ca/accelerators_accelerateurs-aws
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