
ⓒ 2026 Upstream Security Ltd. All Rights Reserved. Confidential.

Automotive & Smart Mobility 
Global Cybersecurity Report2026

March 26, 2026



2ⓒ 2026 Upstream Security Ltd. All Rights Reserved. Confidential.

Secure & Empower the 
Future of Mobility

40M
Monitored Assets

40B
Monthly API Transactions

100B
Vehicle Mileage

45M
Vehicle Messages/h

40B
API Messages/Month

Powered by the Upstream Platform

Technology Partners

Cloud-based cybersecurity and data management 
platform, providing data-driven, actionable insights



Upstream’s 8th Annual Cybersecurity Report 
Automotive and Smart Mobility Cyber Threats in the Era of Physical AI
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Single Source of Truth 

Upstream researchers analyzed  494   new publicly 

reported incidents in 2025

Contributing to a total of  2,371 documented 

cases, some dating back to 2010

In addition, the AutoThreat ® team monitors hundreds 

of deep and dark web sources, profiling 1,996 

active threat actors



AI is Reshaping the Cyber 
Landscape for Automotive & 
Smart Mobility
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Sept 2025

VW announces a €1B 
investment in AI

Apr 2025

Nissan announces 
Wayve self-learning AI 
integration in ADAS

Oct 2025

IBM reports AI-related 
revenue growing from 
5% to 9% in three 
years

AI empowers the future 
of Smart Mobility

The Era of Physical AI

Jan 2026

Hyundai positions 
robotics as a core pillar 
of its Physical AI strategy

Jan 2026

Mobileye announces 
acquisition of 
humanoid robotics firm
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May 2025

Volvo announces 
Google Gemini 
integration into vehicles



Insecure outputs

While introducing new 
cyber risks

Prompt injection

Training data poisoning

Model denial of service

Sensitive data exposure

Supply chain risk

Insecure plugins

Excessive agency

Weak access control

Model manipulation
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AI empowers the future 
of Smart Mobility

The Era of Physical AI



AI Accelerates Cyber Attacks
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of cyber operations executed 
autonomously by AI 

80%-90% 

Automates attacks at large scale and 
machine speed 

Lowers the barrier to exploitation

Speeds vulnerability weaponization



AI Also Expands the Automotive Attack Surface
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LLMs are being integrated across development, 
operations, and customer-facing mobility services, 
introducing new vulnerabilities

New AI protocols such as MCP open new attack 
paths

Adoption of AI-powered third-party services 
introduces new supply chain risks



API Continue to Serve as the Nervous System of Automotive, 
Enabling Innovative AI Systems

10ⓒ 2026 Upstream Security Ltd. All Rights Reserved. Confidential.

Backend servers and APIs remained the 
dominant exposure point, forming the 
operational backbone of software-defined 
mobility platforms

API proliferation continues to blur 
traditional trust boundaries between 
vehicles, cloud services, and third-party 
ecosystems, increasing systemic risk



OWASP is Working on a New “Top 10” for MCP
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Attackers exploit vulnerability 
in an AI-module of a CRM, 
used by global OEMs

Automotive & Smart Mobility 
Global Cybersecurity Report2026



Key Cyber Trends Across 
Automotive and Smart 
Mobility
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The Number of Incidents 
Continues to Surge
Automotive & Smart Mobility publicly reported incidents

Ransom-related incidents 
are the main catalyst



Doubling in number vs. 2024

Escalation of Organized Ransom-Driven Attacks
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Dominated by large, well-resourced threat 
groups

Converges ransomware, data theft, and 
supply-chain compromise

Designed to disrupt operations across 
the automotive ecosystem
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44%
of publicly reported incidents 
were ransom-related



The Anatomy of a Vehicle-Focused 
Ransom Attack
Resulting in substantial operational downtime, service 
disruption and diluted brand loyalty
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Exploiting weak registration

Vehicle control takeover

Automotive & Smart Mobility 
Global Cybersecurity Report2026

$



Wiki Zero-Day

Ticketing System Access

Telematics Takeover

Malicious OTA
Remote Control

Researchers Gain Full Control of Telematics, 
Enabling Malicious FOTA Updates

Conducted by
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29%
White Hat

71%
Black Hat

Black hats continue 
to dominate the 
Automotive and 
Smart Mobility 
landscape
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92%
Remote

8%
Physical

86%
Long-range

14%
Short-range

Remote and long-range incidents continue to be 
a priority, enabling large-scale impact
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Backend Infrastructure and APIs Remain the Primary Battlefield
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Bluetooth

ADAS

GPS

Remote Keyless Entry

Mobile Apps

Third Party Apps

ECUs

EV Charging

Infotainment

API

Telematics & Cloud
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Attack vectors

Automotive & Smart Mobility 
Global Cybersecurity Report2026

APIs are often the entry point to telematics and cloud systems; taking a conservative 
approach, our research categorizes incidents as API-based only when it’s clearly inferred.



World’s First “Robotaxi DDoS”
by Ordering 50 Vehicles to Dead End Street

21ⓒ 2026 Upstream Security Ltd. All Rights Reserved. Confidential.

2022



4%

9%

12%

22%

34%

68%

Policy Violations

Location Tracking

Fraud

System Control

Service / Business
Disruption

Data / Privacy Breach 2024: 41%
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Data Breaches Rose to 68% of Incidents
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Impact

Automotive & Smart Mobility 
Global Cybersecurity Report2026



Cybersecurity Must Evolve from Isolated Protection 
to Holistic Product-Level Protection
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Context-aware correlation across vehicle, cloud, APIs, and partners

Applies GenAI to detect and respond to fast, cross-domain attack chains

Monitors AI-driven systems continuously to meet regulatory requirements

Utilizing an AI-Powered XDR Product SOC (pSOC) across vehicle, cloud, and APIs
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Looking Ahead…
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AI-driven expansion of both capability and risk becomes 
the new baseline

Attack surface growth is systemic, not vehicle-only, and 
silos will fail

Resilience depends on lifecycle discipline: secure-by-
design, defense-in-depth, and continuous validation

Supply chain, OT, and ransomware remain high-impact 
disruption vectors

Automotive & Smart Mobility 
Global Cybersecurity Report2026
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Thank you

Download the report: upstream.auto
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