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Purpose 

• Provide an update on Privacy Breach Action Plan activities 
and upcoming deliverables



Background

Better and clearer guidance, support, and training 
concerning privacy breach management

Institutions must take meaningful steps to ensure all GC 
employees understand what constitutes personal 
information - priority should be given to IT and security 
specialists

Amend the Privacy Act to include specific safeguard 
provisions and mandatory breach reporting requirements

In his last two Annual Reports to Parliament, the Privacy Commissioner 
highlighted issues with the government’s privacy breach management and 
recommended the following measures:



Privacy Breach Action Plan – July 2019

The Action Plan is supported by the detailed Work Plan available on Canada.ca
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Privacy Breach Action Plan – Activities to date 

Raising awareness about personal information and 
privacy breach management through presentations to 
ATIP, cyber security, IM/IT security, and physical security 
functional communities 

Improving training by working with the Canada School of 
Public Service to update the security course (A230) and 
by partnering with the CSPS Digital Academy to 
incorporate privacy content in course material 
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Privacy Breach Action Plan – Activities to date

Strengthening policies, guidance, and tools by:

• Reviewing the existing suite of privacy policies and 
directives

• Establishing a new GCPedia presence to act as a 
central repository for privacy-related information, 
tools and guidance  

• Including new privacy requirements for privacy into 
GC enterprise architecture IT standards    

Collaborating with the Office of the Privacy Commissioner
on a new form for institutions to report on material privacy 
breaches.    



The new resources include the following material of note to Security 
practitioners:

o TBS Presentation: Privacy Breaches: What you should know as a Security 
Professional

o Info Sheet: Protecting Personal Information When Working Remotely 

o A link to the Canada School of Public Service Course: A230: Security 
Awareness, containing recent updates in terms of government security 
and privacy protection 

Additional material also includes infographics on topics concerning 
security, such as the need for strong access controls to personal 
information/data, privacy breaches, and information sharing 

New Privacy Breach Action Plan resources

The PBAP GCPedia page includes new resources to raise awareness about what 
constitutes personal information, how to protect it, and how to manage privacy breaches



New infographics – Protecting personal information and 
managing breaches
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Key Considerations: 
o The protection of personal information as we change the way we 

work during the COVID-19 pandemic

o Changes to information management, service delivery and 
collaboration with colleagues through the increased use of new tools

This guidance provides employees with advice to safeguard personal 
information when working in this new context. 

Guidance on protecting privacy while working remotely

TBS has prepared guidance to remind employees about risks and considerations 
in protecting personal information when working remotely to reduce the risk of a 
privacy breach. 



New customizable presentation

TBS has prepared a customizable presentation to help raise awareness 
about:

• What comprises personal information (and sensitive personal 
information)

• Why and how personal information is collected

• The obligation to protect personal information, and how to do so

• What constitutes a privacy breach (and material privacy breach)

• How to asses “injury” or “harm”

• What an employee should do if they suspect a privacy breach has 
occurred
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Next steps 

• Pilot the new Material Privacy Breach Reporting Form

• Continue to integrate privacy breach management into 
government toolset for managing cyber events

• Continue to work with TBS security policy on the update to the 
standard on security screening 

• Refresh the Privacy Breach Toolkit

• Consult institutions on more detailed reporting on privacy 
breaches in the Annual Reports to Parliament 


