
Global Standards, Regulations and Best Practices in the Vehicle Cyber 
Security Landscape

Towards Cyber Maturity
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Cybersecurity from better practice to mandatory requirement
Towards Cyber Maturity

1980
Single device/ECU

2020 ff
Infrastructure

2000
Vehicle system

Increasing system complexity

Increasing vulnerability to cyber attacks

Increasing connectivity

Expert knowledge
“Hero mode“

Defined processes 
and roles

Mandatory 
requirement
(UN R 155)

Holistic cybersecurity 
management systems
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Case study: Remote attack on Jeep Cherokee (2015)
Towards Cyber Maturity

1 Access to vehicle via wireless interfaces

2 Access to ECU via IP connection

3 Manipulation of vehicle functionality

4 Manipulation of ECU firmware

5 Successfully spoofing messages on CAN bus
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Towards Cyber Maturity
Impact of UN R 155 & ISO/SAE 21434

OEM
(type M, N, O) Supplier

mandatory strong request

• Changed market 
demand

• incl. conformance to 
ISO/SAE 21434

Strong impact on sales, development, production,
aftermarket, and quality management.

Cybersecurity becomes mandatory

We measured the impact

Strong impact on business in markets worldwide

• UN Regulation 155
• Also required by UN 

Regulation 157 (ALKS)

UN R 155 implementation
• 2022: New vehicle types
• 2024: Existing vehicles

Other markets
• UN R 155 potentially applicable 

according to map
• China and other countries 

affected by similar requirements

• 66 participants including top 5 OEMs and 
suppliers

• Companies from 10 countries: Belgium, China, 
France, Germany, India, Japan, Korea, Sweden, 
United Kingdom, US

• 42 responses per question on average
• Full report available at 

www.escrypt.com/en/solutions/proof

• Security mandatory 
requirement for type 
approval

• incl. CSMS certification 
acc. to UN R 155
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Automotive cyber maturity survey 2021
Five takeaways
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What is the main driver of your CSMS* program? 
(Single answer)

48%

5%

26%

21%

Automotive cyber maturity survey 2021

Takeaway 1: Beyond compliance

Towards Cyber Maturity

* CSMS = Cybersecurity management system
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Automotive cyber maturity survey 2021

Takeaway 2: Interdisciplinary cybersecurity

Towards Cyber Maturity

R&D sees a lack of
security by design

Quality sees non-conformities 
to regulations & standards

Safety sees critical impacts 
to ASIL ratings

After Sales sees a spike 
in customer complaints

Executive Management sees 
risks to its digitalization strategy

Legal sees product liability claims

IT Governance sees friction in
the convergence of technologies

Purchasing sees supply chain issues

Human Resources sees need for 
a stronger cybersecurity culture



8 Public | ETAS-SEC | 2022-04-08
© 2021 ESCRYPT | All rights reserved, also regarding any disposal, exploitation, reproduction, editing, distribution, as well as in the event of applications for industrial property rights. | info@escrypt.com

Automotive cyber maturity survey 2021

Takeaway 2: Interdisciplinary cybersecurity

Towards Cyber Maturity

Which of the following are you integrating together 
with your CSMS into one management system? 

To what level are you integrating your CSMS
into your risk management? 
(Single answer)

47%

26%

28%

14%

26%

0% 10% 20% 30% 40% 50%

SUMS

ISMS

QMS

None

Did not consider
so far

Fully
Somewhat
Not at all
Did not concider

44%

39%

5%

12%
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Automotive cyber maturity survey 2021

Takeaway 3: Cooperation & supply chain maturity

Towards Cyber Maturity

Do you cooperate with other brands or OEMs for 
your CSMS implementation?
(Single answer)

How do you see the cybersecurity maturity in 
your supply chain?
(Single answer)

18%

7%

19%

28%

28%

Yes, within group
Yes, external
Yes, both external and within group
No
Did not consider so far

Improvement needed
Improvemend desired
Satisfactory
Do not know

51%

22%

7%

20%



10 Public | ETAS-SEC | 2022-04-08
© 2021 ESCRYPT | All rights reserved, also regarding any disposal, exploitation, reproduction, editing, distribution, as well as in the event of applications for industrial property rights. | info@escrypt.com

Automotive cyber maturity survey 2021

Takeaway 4: Technological impact of UN R 155

Towards Cyber Maturity

OEM Technical 
service

Approval
authority

sample vehicle

Test report

Type approval

Validation

Vehicle Type Approval (VTA)

CSMS certificate

Technical docs

 Processes for
 Managing cyber security
 Identifying risks
 Assessing, categorizing, treating risks
 Verifying appropriate risk management
 Testing of security
 Keeping assessments of risks & of effectiveness of measures up 

to date
 Continuous monitoring, analysis, and detection of cyber threats, 

vulnerabilities, and cyberattacks
 Responding within reasonable timeframe

 Managing dependencies with suppliers and service providers
 Entire life-cycle (development, production, post-production)
 Target is vehicle type

 “Application of CSMS to vehicle type during development”

7.3. Vehicle Type Security

7.2. Cybersecurity Management System
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Automotive cyber maturity survey 2021

Takeaway 4: Technological impact of UN R 155

Towards Cyber Maturity

What impact does the 2024 extension of UN R155 have on 
your existing products (E/E architectures or components)?
(Single answer)

2%

47%

14%

37%

None
Limited retrofitting
Major retrofitting
Do not know
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Automotive cyber maturity survey 2021

Towards Cyber Maturity

ISO/SAE 21434

UN R 155

VDA ACSMS
Red Volume

NHTSA Cybersecurity
Best Practices

JasPar TD-CSP-12  

ISO 26262

ISO/PAS 5112

MIIT Guide for ICV 
Manufacturers and 

Product Access
FIRST PSIRT Services 

Framework

UN R 156

Most surveyed companies follow many 
cybersecurity frameworks

Number of frameworks that are followed out of 16 choices

1 2 3 4 5 6+

IEC 62443

UN R 157

ISO 27001

ISO 22301

VDA ASPICE

GDPR

EU NIS Directive

NIST Cybersecurity Framework MIIT Guide for ICV 
Manufacturers and 

Product Access

IEC 62443

100% 83% 63% 54% 32% 24%
1 2 3 4 5 6+

100% 83% 63% 54% 32% 24%
1 2

Takeaway 5: Beyond UN R 155
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Observations
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Towards Cyber Maturity
Observation #1: A “typical” project request to reach a certifiable CSMS

Volume of requested
external support

2018 2022Launch year of CSMS
implementation program

CSMS SUMSJoint projects Separate projects



Internal | ETAS-SEC/ECT | 2022-04-08
© 2021 ESCRYPT | All rights reserved, also regarding any disposal, exploitation, reproduction, editing, distribution, as well as in the event of applications for industrial property rights. | info@escrypt.com1515

Towards Cyber Maturity
Observation #2: Automotive companies widely differ in current maturity and targeted maturity

1

1

1

2

1

2

2

2

3

4

5 Optimizing
continuous improvement

Advanced
higher efficiency/effectiveness

Established

Performed

Initial

more fully
performed

more
formalized



Internal | ETAS-SEC/ECT | 2022-04-08
© 2021 ESCRYPT | All rights reserved, also regarding any disposal, exploitation, reproduction, editing, distribution, as well as in the event of applications for industrial property rights. | info@escrypt.com1616

Towards Cyber Maturity
Observation #3: Eight steps are necessary to successfully establish a cybersecurity management system

2 - Stocktaking & Planning
Analysis of status quo, identification of 

relevant foundations (e.g., quality, safety) 
and potential gaps, derivation of roadmap

Preparation Implementation Commissioning

3 - Organization
Leadership commitment, creation of 
relevant policies, establishment of 

governance, roles, processes, and controls

4 - Risks & Opportunities
Identification of risks & opportunities, 

establishment of consistent objectives across 
the organization, 

5 - People & Tools
Ensuring sufficient resources, enabling 

awareness & change, establishing adequate 
competencies, communication, tools

7 - Handover
Operationalization, pilot operation by line 

organization, coaching & reverse shadowing 
by project organization, review

1 - Scoping
Assessment of organizational context, 

definition of boundary, capture of needs & 
expectations (e.g., CSMS, ISMS, SUMS)

8 - Monitoring & Evaluation
Measurement & validation, execution of 

audits & assessments, adequacy & 
performance analysis, and release

6 - Ecosystem Orchestration
Mapping external stakeholders to threat 

landscape, determination of required 
capabilities & responsibilities in ecosystem

Establishing a cybersecurity management system
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Towards Cyber Maturity
Observation #4: An integrated approach can leverage synergies between regulations and standards

Mapped in v2.2 Mapping ongoing Backlog

Regulation/
Legislation

Standards
G

uidelines

MIIT Guide for ICV Manufacturers 
and Product Access
UN R 155
UN R 156

ISO/PAS 5112

ISO/SAE 21434

FIRST PSIRT Services Framework 
v1.1
JasPar TD-CSP-12 v1.10
KBA Anforderungskatalog CSMS/ 
SUMS v1.1
VDA ACSMS Red Volume (1st

edition)

NHTSA Cybersecurity Best 
Practices

VDA Automotive SPICE for 
Cybersecurity (1st edition)

IEC 62443

ISO 26262

ISO/IEC 27400

GB General technical requireme-
nts for software update of vehicle

GB Technical requirements for 
vehicle cybersecurity

ISO DIS 24089

ESCRYPT’s maturity model PROOF
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Example for the target maturity profile and actual maturity profile of an organization relative to requirements from standards and regulations.

0

1

2

3

4

5

UN R 155 ISO/SAE
21434

MIIT Guide for
ICV Manufacturers
& Product Access

UN R 156 ISO
24089

FIRST PSIRT
Services

Framework

2

3

1

2

3

Set high maturity targets 
for the core requirements 
of your cybersecurity 
management system 
(CSMS)

Perform delta analyses 
between your core CSMS 
and upcoming key 
regulations

Identify and leverage 
synergies between your 
CSMS with related 
disciplines such as 
software updates

target

actual

1

Sample use case of our maturity model

Towards Cyber Maturity
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